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PCI PIN Security Certified Auditors

Financial Institutions - Regulatory

Do you own ATM's with
services managed by a third party;
ATMs at branches;
cash reload services
outsourced

Yes

Your FFIEC
Cybersecurity

Risk is
Moderate

Complete a
PCI PIN
to meet

these
risk controls

Do you own ATM's with

ATMs at branches
and retail locations;
cash reload services
outsourced

Yes

Your FFIEC
Cybersecurity
Risk is

Significant

services managed internally;

The independent audit function
regularly reviews the institution’s
cyber risk appetite statement in
comparison to assessment results
and incorporates gaps into the

Complete a
PCI PIN
to meet

these
risk controls

—

You are expected
to meet these

levels of risk
maturity

—

INNOVATIVE N/A

Industry-recognized* cybersecurity
standards are used as sources
during the analysis of
cybersecurity program gaps.
ADVANCED Independent audits or reviews are
used to identify cybersecurity
weaknesses, root causes, and the
potential impact to business units.

A formal process is in place for the
independent audit function to
update its procedures based on
changes to the institution’s
INTERMEDIATE inherent risk profile.

Management uses the results of
independent audits and reviews to
improve cybersecurity.

Independent audits or reviews are

used to identify gaps in existing

security capabilities and expertise.
EVOLVING Management is responsible for
ensuring compliance with legal
and regulatory requirements

related to cibersecuriti.

audit strategy.

Independent audits or reviews are
used to identify cybersecurity

weaknesses, root causes, and the
potential impact to business units.

Industry-recognized* cybersecurity
standards are used as sources
during the analysis of cybersecurity
program gaps.

Independent audits or reviews are
used to identify cybersecurity

weaknesses, root causes, and the
potential impact to business units.

A formal process is in place for the
independent audit function to
update its procedures based on
changes to the institution’s inherent
risk profile.

Management uses the results of _/
independent audits and reviews to
improve cybersecurity.

N/A

Copyright 2023 Bankcard Compliance Group

You are expected
to meet these

levels of risk
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PCI PIN Security Certified Auditors

Financial Institutions - Contractual

Do You

Yes

Do You
Directly

No

A

You Are a
Non-Processing

Acquirer

Identify
Your Network
from the
Table

Pulse®

STAR®

NYCE®

CO-OP®

Accel/Exchange®

VISA®
Plus®
MasterCard®
Maestro®

Data Center

but must comply wi

security requirements for PIN and
Key management and peri
review recommended to ensure
compliance.

No PCI PIN submission required
but must comply with STAR
security requirements for PIN and
Key management and periodic
review recommended to ensure
compliance.

No PCI PIN submission required
but must comply with NYCE
security requirements for PIN and
Key management and periodic
review recommended to ensure
compliance.

No PCI PIN submission required
but must comply with CO-OP
security requirements for PIN and
Key management. PCI PIN
accepted in lieu of CO-OP forms.
Required every four years.

Indicates that the ANS| X9
standards applies to all entities
that use TDEA encryption of
PiNs. Identifies the PCI PIN as
the most common method to
validate an organization’s PIN
Security Gontrols. Suggests to
each client to pursue the advice
of its compliance dep

Own, Operate, or
Sponsor ATM's

Process Debit PIN's at your

Must Submit PCI PIN V3.1, Must
have a CTGA complete the review.

Must Submit PCI PIN V3.1. Must
have a CTGA complete the review.

Must Submit PCI PIN V3.1 by end
of year. Must validate experience
of person completing the review.

No PCI PIN submission required
but must comply with CO-OP
security requirements for PIN and
Key management. PCI PIN
accepted in lieu of CO-OP forms.
Required every four years.

Indicates that the ANSI X9
standards applies to all entities that
use TDEA encryption of PINs.
Identifies the PCI PIN as the most
common method to validate an
organization's PIN Security
Controls. Suggests to each client to
pursue the advice of its compliance

legal counsel, regulatory
agencies, and/or senior
management.

Visa® and MasterCard® require
compliance with the PCI PIN
Security Requirements V 3.1.
Results do not need to be-
submitted to Visa® or
MasterCard®, however Visa® or
MasterCard® may request
evidence of compliance or
request an on-site review of any
organization, at any time.
Individuals performing the review
must have adequate knowledge
on the PCI PIN requirements.
Failure to comply may include
fines and/or expulsion from
network.

P , legal counsel,
regulatory agencies, and/or senior
management.

Visa® and MasterCard® require
compliance with the PCI PIN
Security Requirements V 3.1.
Results do not need to be
submitted to Visa® or
MasterCard®, however Visa® or
MasterCard® may request
evidence of compliance or request
an on-site review of any
organization, at any time.
Individuals performing the review
must be PCl QPA certified. Failure
to comply may include fines and/or
expulsion from network.

Yes

v

You Are a
Processing

Acquirer

Identify
Your Network
from the
Table

Copyright 2023 Bankcard Compliance Group



